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particularly suited for the development of software for real-time systems. The presented work
covers formal semantics, simulation, and compilation to a set of tasks running on a real-time
operating system.

The second part of this dissertation presents broader work in the realm of reliable software
engineering, targeting, in particular, software systems developed in the programming language
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cores. Compared to previous work, the presented encoding focuses on correctness guarantees
provided by the interaction net type system, which is encoded in the type system of OCaml. It is
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therefore automatically utilise OCaml's recently added native support for parallel evaluation.
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1. Introduction

The most important property of a program is whether it
accomplishes the intention of its user.

— C.AR. Hoare [49]

It is an undeniable fact that we find ourselves in a world where technology
contributes to almost every aspect of our modern lives. This trend is visible in
many different areas:

Our workplaces are shaped by the computerised machines we use, whether
it be the personal computers we utilise in our offices, the robots we employ
to help us perform manual labour, or even the use of artificial intelligence to
eliminate tedious work tasks completely.

Technology has had and continues to have a significant impact on mod-
ern healthcare. Personal health monitors, such as smartwatches, which we
carry with us almost constantly, provide more profound insights into a per-
son’s health-related habits and enable the detection of various pathological
patterns early on. The data collected through these devices is also increas-
ingly used by doctors when assessing a person’s health. For example, the
U.S. Food and Drug Administration (FDA) has cleared several of these de-
vices to detect different forms of cardiac problems, including atrial fibrilla-
tion. Fall and accident detection, coupled with automated emergency alerts,
can provide peace of mind to the elderly and may allow them to live outside of
care-taking facilities for longer. Medical devices, such as pacemakers, blood
glucose measurement and management devices, and even artificial organs and
limbs, have a direct impact on the quality of life for people who rely on these
technologies. Healthcare providers nowadays have access to patients’ con-
nected health-related data, which they can utilise for more holistic diagnoses
and an overall better treatment plan. Finally, the tools and methods used by
medical professionals are significantly influenced by modern technology. For
example, advancements in micro-robotics have found applications in surgical
equipment, enabling less invasive procedures.

Transportation and public infrastructure have undergone significant changes
through technological advancements as well. Our cars are now frequently
equipped with advanced computing devices, offering road safety monitoring,
driving assistance, and increasingly even self-driving capabilities. Aircraft
have shifted to fly-by-wire technology, which replaces conventional manual
flight controls, resulting in significant weight savings. The cities we live in

11



now often incorporate various forms of advanced technologies, such as smart
power grids and fully connected, automated waste management systems.

These are just a few examples of how technology shapes our modern lives.
In all of these usage scenarios, software naturally plays an important role.
Given the importance of software, errors observed during its execution can
lead to catastrophic consequences, and sources for errors are plentiful.

The possibility of such consequences is, unfortunately, documented in var-
ious incidents. The Therac-25 radiation therapy machine was responsible for
at least five deaths in the 1980s by delivering lethal radiation dosages due
to a software bug [71]. Similarly, an error in a radiation therapy planning
program, resulting in occasionally doubled dosages, killed at least eight pa-
tients, while causing significant health problems in at least another 20 [57].
These catastrophic incidents, among others, have led to the creation of an in-
ternational standard for the development of medical device software [58]. In
1994, a Royal Air Force Chinook helicopter crashed on the Mull of Kintyre,
Scotland, killing all 29 people on board. While the incident was initially at-
tributed to pilot error, later investigations revealed that a software error in the
aircraft’s engine control computer may have been responsible [S0]. Both the
Boeing 787 Dreamliner and the Airbus A350 occasionally experienced an in-
teger overflow, which caused both planes to shut down essential equipment if
they were not powered down regularly [1, 38]. These are just a few examples
of various documented incidents where a software error led to the loss of, or
at least endangered, human life.

Another specific class of errors can occur when software interacts with the
physical world. Aircraft must manoeuvre their control surfaces at the right
time to achieve the desired attitude, and an implanted cardiac pacemaker must
deliver electrical signals to the heart at the proper intervals to regulate the
flow of blood through the body. For these kinds of devices, the output of a
computation must not only be numerically correct, but it must also be available
at the right time. Therefore, they are often referred to as real-time systems.

Naturally, our dependence on software for critical applications has led to
research efforts from various research communities, all trying to answer the
question of how this software should be developed to minimise the chances of
errors. Research in real-time systems focuses on temporal behaviours, while
software verification concentrates on the verification of functional aspects of
programs. The kind of systems we are interested in within this dissertation
needs both.

As software engineering is a complex process, errors can occur at various
phases of the development life cycle. Therefore, the contributions of this dis-
sertation target different parts of the development process. The V-model [76]
is an established process model for developing critical software systems, high-
lighting, in particular, the relationship between efforts performed before and
after implementation. The model shown in Figure 1.1 is a simplification of the
full V-model, and shows which phases are targeted by each paper.
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Figure 1.1. Paper contributions in different phases of the simplified V-model

Papers 1 and II introduce the Mimosa language, a new programming lan-
guage specifically designed for the development of real-time systems. It builds
upon a novel model of computation, called MIMOS [101]. Paper I introduces
the syntax and semantics of the language, while Paper II describes a compila-
tion routine to Real-Time Operating System (RTOS) tasks. MIMOS encour-
ages the development of complex software systems as a network of computa-
tion nodes, and can therefore be used in the detailed design of a system.

Paper III showcases our work on ORTAC/QCheck-STM, a tool for dynamic
verification of stateful OCaml programs. It works by generating verification
conditions from specifications on model interfaces. It therefore concerns both
the specification and verification phases of the software development life cy-
cle, as shown in Figure 1.1.

Finally, our work on interaction nets in Paper IV provides a method for im-
plementing parallel algorithms that allows for automatic scaling across a set
of processing units. While it primarily concerns the implementation phase, it
also has an impact on the integration of software components, as the unique
properties of interaction nets prevent certain errors from occurring during par-
allel evaluation.

The outline of this dissertation is as follows. Following this introduction,
Chapter 2 introduces some of the technical background that is relevant to this
work. Chapter 3 presents the contributions of this dissertation. Chapter 4
illustrates future research directions. Finally, conclusions and perspectives of
this work are discussed in Chapter 5.
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2. Background

If I have seen further, it is by standing
on the shoulders of giants.

— Isaac Newton

This chapter introduces some of the necessary background relevant to this
dissertation. Section 2.1 introduces the kind of systems we are primarily tar-
geting, while Section 2.2 gives an overview of one of the prevalent approaches
for implementing these systems. Section 2.3 illustrates the MIMOS model of
computation, which builds the basis for our work in Papers I and II. Section 2.4
introduces dynamic verification, and in particular testing, as the foundation for
our work on verifying stateful OCaml programs in Paper III. A brief introduc-
tion into graph rewriting and interaction nets is given in Sections 2.5 and 2.6.
Finally, Section 2.7 introduces generalised algebraic data-types, which builds
the foundation for our work in Paper I'V.

2.1 Real-Time Embedded Systems

There are various terms in use today for the kinds of systems we are target-
ing in this dissertation, which usually highlight particular characteristics that
distinguish them from other computing systems. In this section, we introduce
some of these terms.

Harel and Pnueli [45] introduced the term reactive system, which describes
a computing system that interacts continuously with its environment. The
authors use the term reactive as a distinction from transformational systems,
which only react to particular user inputs (e.g., compilers). Halbwachs [44]
later refines these definitions, distinguishing between interactive and reactive
systems. In his nomenclature, an interactive system can synchronise with its
environment, i.e., make it wait for a response. Examples of such systems in-
clude operating system schedulers, databases, and web servers. In contrast,
the environment of a reactive system cannot wait for a response, so typical
reactive systems are those that interact with physical processes (e.g., aircraft
control systems). Particular features expected of reactive systems have been
described in the literature [10, 12, 43], and typically include concurrency, se-
curity, safety, functional and temporal determinism, and increased tolerance to
faults.
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Cyber-Physical Systems (CPSs) highlight the tight integration between their
control algorithms and their physical components. The term is more com-
monly used for networked devices, including the Internet of Things (10T).
Distinguishing qualities of a CPS often entail a distributed, networked archi-
tecture, adaptability, autonomy, and various dimensions of efficiency (e.g.,
power, latency, and memory). CPSs also span a broad range of sizes, from
small handheld devices to systems spanning entire cities or even countries,
such as smart grids [20].

The term embedded system is usually used more broadly to describe spe-
cialised computing devices with a dedicated function. This differentiates them
from general-purpose computing systems, which can be easily reprogrammed
for different tasks. Furthermore, the term embedded commonly implies that
these systems are part of a larger device that also incorporates additional elec-
trical and mechanical components. Similar to CPSs, embedded systems come
in all kinds of sizes, from the tiniest smart sensors (e.g., smart dust [97]) to
subsystems of various types of industrial machinery and vehicles. Particu-
lar qualities of embedded systems typically include a tailored combination of
hardware and software, a focus on reliability and safety, and consideration of
various design parameters such as size, weight, and power consumption.

Many of the systems mentioned above must adhere to timing constraints
during execution, leading to their classification as real-time systems. Accord-
ing to Shin and Ramanathan [92], three central components characterise such
systems: First, there is an obvious focus on time as a resource, where the cor-
rectness of a computation does not only depend on its logical or functional
correctness, but also on the time at which the result is available. Second, most
real-time systems have high reliability requirements, in which an error during
execution may lead to significant financial losses or, in the worst case, loss of
human life. Therefore, these systems are often referred to as safety-critical
systems. Third, real-time systems are usually not independent of their execu-
tion environments. For example, in a fly-by-wire system, the onboard control
computer cannot be considered independent of the aircraft and its operating
environment, as those are the drivers of the system’s timing constraints.

Here, the connection between these different system definitions becomes
already apparent. The focus on timing aligns with the concept of reactive
computing, while the reliability requirements are present in all the systems
defined previously, and the inclusion of the surrounding execution environ-
ment is indicative of the design of embedded systems.

Given their importance in industry, considerable research efforts have been
devoted to the development of design and implementation methods for real-
time embedded systems. This includes the development of task models (see
[95] for an overview), the creation and use of various forms of timed logic
(see [37] for an overview), and the invention of dedicated programming lan-
guages.
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2.2 The Synchronous Approach

As indicated in the previous chapter, the design, implementation, and ver-
ification of real-time embedded software are complex and error-prone tasks.
Therefore, the real-time systems community has dedicated significant research
efforts to developing models, methods, and tools to address this complexity.
One direction of research, which also lays the foundation for some of our
work, focuses on the synchronous approach, originating from electronic cir-
cuit design methodology.

Modern electronic circuits are built from two different circuit design pat-
terns. Combinational circuits are those which implement functions that do not
have any form of memory, so that their output at any point in time is purely a
function over their current inputs. They can be described using combinational
logic. Examples include the fundamental Boolean logic gates that implement
the and, or, and not operations. By the laws of combinational logic, any
circuit built from only combinational sub-circuits is itself combinational.

On the other hand, sequential circuits are those which possess any form of
state. This means that their outputs are not only a function of their inputs,
but also depend on the history of values that have appeared on their input
ports. To talk about the history of values, one needs to define the time points
at which these values are sampled, which divides sequential circuits into syn-
chronous and asynchronous types. Synchronous circuits change their state in
response to a clock signal, which can be seen as an additional input, while
asynchronous circuits react to changes in the input signals themselves. The
majority of sequential circuits are implemented synchronously, which offers
advantages such as an easier way to deal with and reason about delays.

Both combinational and sequential circuits have a propagation delay, which
is the time it takes for the outputs of a circuit to stabilise as a reaction to
changes in its inputs. For an overall circuit, this delay increases with complex-
ity, as the critical path (i.e., the slowest path in the circuit) becomes longer.
This determines the maximum clock frequency, with which the circuit can be
driven, as all signals along all paths must have enough time to settle on stable
levels. Modern circuit design tools automatically calculate these propagation
delays for a given circuit and provide the designer with the maximum possible
clock frequency at which the circuit can be driven.

This affords a nice abstraction for the design of synchronous sequential cir-
cuits. Suppose we treat time as discrete and use clock pulses as time ticks.
In that case, the outputs of our circuits change instantaneously with their in-
puts (i.e., within the same tick), assuming the clock frequency respects the
propagation delays. This is known as the synchrony hypothesis [13], which
builds the foundation for the timing semantics of the family of synchronous
programming languages.

Interestingly, early developments in synchronous programming arose al-
most exclusively within French academia. The three languages Esterel [13],
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Signal [8], and Lustre [42] were developed independently by different French
research groups at the beginning of the 1980s. A cooperation was later estab-
lished, with a focus on compilation methods and increasing industrial adoption
of the synchronous programming approach.

While synchrony underlies all three of these languages, they differ signif-
icantly in how they express computation. Esterel is primarily an imperative
language. Signal and Lustre, on the other hand, were built on the dara-flow
model, where computation is expressed as a graph with nodes modelling op-
erations, and edges encoding data dependencies. This approach to modelling
computation is beneficial for control engineers, as it is already similar to the
block diagram formalisms commonly used in their field. Since our work draws
heavily on Lustre, we will focus our presentation on this particular language.
An overview and comparison of all three languages is given in [43].

Gilles Kahn, in his seminal paper [62], provided a remarkably concise
model of computation for parallel data-flow programming. A Kahn process
network (KPN) is a graph, where the nodes are processes, and the edges are
FIFO queues. If a process tries to read from any of its inputs, it must block un-
til data is available, while writing to a queue is always non-blocking. Kahn
showed that the output of such a network is independent of the particular
scheduling order of the set of processes, as long as the only communication
between them is through the queues (i.e., there are no global memory cells
shared between processes), and that the schedule ensures that each process
that can run will eventually also be selected for execution. Therefore, this
model can act as a basis for different deterministic implementations of con-
current or parallel computation. Whether a given KPN is deadlock-free and
whether it can be executed within bounded memory (i.e., there exists an up-
per bound for each FIFO queue) is, in general, undecidable [21]. This has
led to various restrictions of the model, which enable the creation of provably
deadlock-free schedules and the efficient determination of queue bounds.

Lee and Messerschmitt [68] introduced such a restricted model called Syn-
chronous Data Flow (SDF). In an SDF graph, the number of tokens consumed
and produced by each input and output of a process is known ahead of time.
They showed that for SDF, the question of deadlock-freedom and boundedness
can be answered efficiently.

Lustre can be seen as a particular instantiation of the SDF formalism. Con-
ceptually, Lustre works on a set of flows. A flow is a (possibly infinite) se-
quence of values together with a clock, which describes at which instances of
a base block the values of a particular flow are present. Flows can be combined
by operators (e.g., arithmetic or logic operators), which are extended to work
point-wise on flows with the same clock. Slower clocks can be defined using
Boolean-valued flows, which indicate the presence of a value at the timeticks
when the flow is true.

In Lustre, flows can be given names via the definition of equations. Multiple
equations can then be combined into a node, an abstraction similar to functions
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in other programming languages. For example, a node for a nand operator can
be implemented in the following way:

node nand (a, b : bool) returns (¢ : bool);
var tmp : bool;
let

tmp = a and b;
¢ = not tmp;
tel

The node nand takes two Boolean-valued input flows a and b, and returns
a Boolean flow c. It is defined through two equations. The first introduces an
auxiliary flow tmp, which is the point-wise logical and of the two input flows.
The second defines the output flow as the negation of that auxiliary flow.

Lustre also defines two sequence operators, which explicitly operate on
flows directly. The pre operator refers to the previous value of its argument
flow, which introduces an undefined value L at the first position. The ini-
tialisation operator — defines the first (i.e., initial) value of a flow, and can
therefore be used to remove the undefined value introduced by a pre. These
sequence operators are illustrated in Table 2.1. It also shows the derived op-
erator fby (followed-by), which is defined as a fbyb = a — pre b. All three,
pre, —, and fby result in flows with the same clock as their argument flows.

1 2 3
X X1 X2 X3
y yiroy2 y3
prex | L x1 x
X=2y | Xt Y2 ¥
xfbyy | xi1 1 »

Table 2.1. Lustre sequence operators

There are two further flow operators, which allow manipulating flow ex-
pressions on different clocks. The when operator allows sampling (or filtering)
a flow according to a different Boolean flow, which then acts as the (slower)
clock of the resulting flow.

The current operator can be used to project a slower flow onto a faster one
by essentially holding the last value at which the clock of the slower flow was
true. This is illustrated in Table 2.2.

1 2 3 4

b false true true false
X X1 X2 X3 X4
y=x when b X X3
current y 1L X3 X3 X3

Table 2.2. Lustre flow operators
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There are a couple of interesting issues arising from Lustre’s data-flow for-
malism that the compiler must handle. First, Lustre equations are allowed to
be recursive, so that the equation

x=0— prex;

is valid, and defines an infinite sequence of zeros. However, the equation

x=0—x;

is not valid, as the current value of x can only depend on previous values
of itself. The Lustre compiler, therefore, performs a causality analysis [42],
which ensures that the set of equations making up a program can be ordered
automatically.

Another issue arises from the pre operator, which introduces undefined val-
ues at the start of flows. These undefined values can lead to non-deterministic
outputs if they are not removed by — operators. This is checked during initial-
isation analysis, which has been formulated nicely as a type-checking problem
by Colago and Pouzet [30].

The final, and most distinct, problem regards the different clocks of flows
in a program. Most operators (such as arithmetic and logic operators) can be
used only on flows that have the same clock, i.e., they are present at the same
time-points. As demonstrated above, the when and current operators can be
used to manipulate the clock of a flow, so that the compiler has to prove the
compatibility of clocks between flows that interact with each other. This has
led to the development of the clock calculus [42], which serves as the basis for
the analysis performed by the Lustre compiler. Caspi and Pouzet [24] showed
that Lustre’s clock calculus can be formalised as a classical dependent type
system. Colaco and Pouzet [31] later introduced a simplified type system, in-
formed by use cases observed in real-world applications. The calculus they
proposed is based on classical Hindley-Milner type systems [80], extended
with a restricted form of existential types as introduced by Laufer and Oder-
sky [66]. This results in a type system that allows the description of higher-
order process networks, an efficient implementation, and full clock-type infer-
ence, which is particularly important for Lustre’s industrial implementation,
SCADE [11].

The original Lustre paper [23] introduced a compilation scheme that trans-
lated Lustre’s data-flow equations into sequential code, incorporating all three
analyses mentioned above. It works by recursively inlining node definitions to
create a single, large control loop, which is supposed to be called periodically
by an external runtime system. This compilation scheme was later improved
by Biernacki et al. [14] to allow for separate, modular code generation for
individual Lustre nodes. However, the output of the described compilation
scheme is still a single function which has to be executed periodically by an
external runtime.
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While it is possible to define multi-rate systems in Lustre using the when
and current operators, this often results in programs that are hard to under-
stand and reason about. This is because Lustre allows arbitrarily complex
Boolean expressions to define the clocks of different flows. It also precludes
the compiler from performing specific optimisations, as reasoning about these
clocks becomes undecidable in the general case (e.g., when a clock depends
on runtime values). This has led to the development of different approaches to
dealing with multi-rate systems, often at the expense of restricting the expres-
sions allowed as clocks.

In his PhD dissertation [41], Julien Forget introduced the Prelude language,
an extension of Lustre with real-time primitives that allows the description
of multi-periodic systems. It restricts clocks to be strictly periodic, i.e., each
clock has a single period and an optional phase, which is the offset of its first
instance. This affords two simplifications. First, evaluating clock compati-
bility of flows becomes easier, as clocks are fully described by their period
and phase, both of which are known statically. Second, it allows programs to
be compiled into a set of RTOS tasks rather than the single-loop code gener-
ated by the Lustre compiler. This works by translating a Prelude program into
a dependent task set, which encodes the data dependencies between tasks as
precedence constraints. This task set is then transformed into an equivalent in-
dependent task set by adapting the task parameters to account for the required
dependencies [82].

Bourke et al. [16] presented an extension of Lustre for multi-rate systems,
including constraints such as load balancing, resource limiting, and end-to-
end latencies. Similar to Prelude, their language uses statically defined peri-
ods, while leaving the phases of clocks open to be determined by the compiler.
This allows the compiler to automatically find static schedules that satisfy the
given constraints by solving an integer linear program to find suitable phase
offsets. They also incorporate a novel approach to handling cyclic depen-
dencies between equations, allowing the compiler to automatically use the
previous value of a flow instead of the current one if that resolves the direct
dependency. This is similar to the de (don’t care) operator introduced by Wyss
et al. [98] and the last? operator by looss et al. [59]. They already remark
that in most industrial applications, it does not matter whether the most recent
or last value is used in a particular instance. This is especially true for sensor
values, which only change slowly, and therefore, the difference between con-
secutive values of the same flow has minimal contribution to internal feedback
and output calculations. A similar line of reasoning will be used to motivate
specific communication patterns in the next section.
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2.3 MIMOS

As outlined in the previous section, the synchronous approach offers numerous
advantages when designing and implementing software for real-time embed-
ded systems.

The block-based formalism of Lustre/SCADE is already familiar to domain
experts such as control engineers. This facilitates industry adoption and en-
ables a visual programming style that is accessible even to non-experts.

The timing semantics of a language like Lustre is remarkably concise and
sufficiently abstract to be usable in practice. This makes reasoning about the
temporal behaviour of a program written in Lustre significantly easier than one
implemented in a conventional programming language.

However, there are also various disadvantages connected to synchronous
programming.

The synchrony hypothesis puts very stringent timing requirements on the
underlying execution platform. This makes it challenging to execute Lustre
programs on modern architectures, including multi-core and many-core pro-
cessors and distributed systems.

Similar to the critical path in circuit design, the program’s complexity af-
fects the base clock at which a synchronous program can be executed. This
makes the timing analysis brittle with respect to potential updates or changes
to the system.

Particularly motivated by updatability, Yi et al. [101] introduced the MI-
MOS model as a framework for the design, implementation, and verification
of real-time systems, which builds the foundation for our work performed in
Papers I and II.

MIMOS is an extension of a KPN, where each process is activated accord-
ing to a timed release pattern and has a deadline, within which its computation
must finish. At the start of a release, a process checks all its inputs and, if
enough data is available, computes its function and writes its outputs at the
deadline. If insufficient data is available, the node remains idle until its next
release. Various real-time task models may be used as release patterns, includ-
ing periodic tasks [72], generalised-multiframe [5], DRT [94] or even timed-
automata [39], as long as the releases are deterministic. For the remainder of
this dissertation, we will focus solely on periodic releases. For simplicity, we
will also assume implicit deadlines, i.e., each process must finish its computa-
tion before the next release.

As MIMOS is a particular instantiation of a KPN, and the added release pat-
terns concern only the specific scheduling of processes, MIMOS automatically
also offers value determinism. However, the added timing dimension enables
communication patterns beyond FIFOs between processes, while maintaining
the overall determinism of the computation in a network of MIMOS nodes.

Examples of such extensions are registers [101] and up-to ports [100]. Reg-
isters allow for modelling latest-value semantics, which is particularly helpful
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when communicating with sensors that might have very different sampling
frequencies than the control algorithm’s period. Up-to ports essentially allow
reading or writing a variable number of elements to or from a FIFO queue. A
MIMOS model that includes such extended communication patterns remains
deterministic if the reading and writing times are precisely defined, which they
are through the release pattern and deadline of each process.

Figure 2.1. Graphical representation of a MIMOS graph

Figure 2.1 illustrates a graphical representation of a network of MIMOS
nodes. It also depicts the FIFO queues connected to the input and output
ports of each node, and its period. For simplicity, only FIFOs are used in the
example.

The inputs to the processes f1 and f, are open and are referred to as system
inputs, which are intended to be provided by the execution environment, for
example, by delivering sensor readings. Similarly, the outputs of f4 and f5 are
not connected, and are meant to provide system outputs. Each system output
stands for a particular system-level function, which we refer to as F; and F; in
Figure 2.1. Here, both F] and F; are functions over (the histories of) all system
inputs, while in practice, a system-level function may also only depend on a
subset of the inputs. As we will see in Section 3.1, for Papers I and II we
chose to restrict the model further, and require that all inputs and outputs must
be connected, for example, to special sensor and actuator driver nodes.

A vast design space is available for implementing a particular MIMOS net-
work. In practice, a specific implementation must adhere to the release pat-
terns’ timing constraints and allocate sufficient resources to a process to com-
plete its computation before its deadline.

To facilitate different implementations and provide an efficient description
of the overall system architecture, MIMOS follows a layered implementation
approach [100], as depicted in Figure 2.2.

On the top layer, the function layer, we have the system-level functions. At
this layer, we can perform functional and timing verification purely based on
the given release patterns and deadlines, independent of any particular sched-
ule for the set of processes.

Process nodes from the function layer get mapped onto tasks in the task
layer. In practice, any real-time task model can serve as the underlying task
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Figure 2.2. MIMOS layered implementation strategy

layer, provided it offers efficient implementation schemes and schedulability
tests.

Finally, tasks get assigned to physical resources in the platform layer. In a
distributed setting, other resources might also be allocated in this layer, such
as memory blocks or dedicated and shared communication links between dif-
ferent platform components.

This layered approach has several advantages, particularly regarding poten-
tial updates of a system’s functionality.

Functional and timing verification can be performed on the function layer
using the abstractions provided by the MIMOS model. This includes verifying
the system’s functional behaviour and the required end-to-end delays for each
system-level function. In the event of a potential update, verification can be
performed again at the level of the functional model.

Each layer has its own design space, restricted only by the timing require-
ments imposed by the layer above it. The assignment of MIMOS nodes to
tasks can be done in various ways, taking into account the particular topology
of the respective MIMOS network. For example, a linear string of MIMOS
nodes, where the output of each node is connected to the input of the next node
in sequence, may be mapped to a single task with an obvious, internal, static
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schedule. This allows reducing the total number of tasks a system scheduler
has to manage, thereby lowering implementation complexity and improving
schedulability.

Finally, modern embedded systems can incorporate a wide range of dif-
ferent computational resources beyond traditional processing units. These
may include Graphical Processing Units (GPUs), Digital Signal Processors
(DSPs), or even application-specific hardware circuits implemented as dedi-
cated circuits or synthesised in Field-Programmable Gate Arrays (FPGAs).
Keeping the platform layer separate from the task layer helps maintain the
functional model’s independence from the specific execution platform.

Various reference architectures also employ similar layered approaches for
developing large industrial systems, such as AUTOSAR [4] and SAVOIR [2]
for the automotive and European spaceflight industries, respectively.

2.4 Dynamic Verification

As outlined in the introduction of this dissertation, software plays an increas-
ingly important role in our everyday lives, making its correct execution of
great importance. Software verification, the process of checking that a partic-
ular application satisfies its expected requirements, encompasses a wide range
of different techniques, methods, and tools. Broadly speaking, these tech-
niques and procedures can be divided into two categories: static and dynamic
verification.

Static verification includes a wide variety of techniques, ranging from rel-
atively straightforward activities such as code convention checking or type
checking to much more sophisticated methods, such as formal verification.
A characteristic feature of static verification is that code is analysed directly
without being executed. This approach provides several advantages, including
the ability to use abstractions that reason about all possible program execu-
tions, rather than a subset. However, these benefits come at a cost: methods
like formal verification (i.e., the process of establishing a mathematical proof
of the correctness of a software system) are typically very demanding, both in
terms of expertise and computational resources. Consequently, the significant
overhead in development effort and time often discourages their widespread
adoption in industry. It is reasonable to assume that this is at least part of the
reason formal verification is not yet a ubiquitous practice outside of academia.
Instead, it is usually reserved for domains where the consequences of failure
are severe, such as systems where errors could lead to substantial financial
losses (e.g. banking or trading systems) or where unintended behaviour may
pose a threat to human safety (e.g. medical devices, autonomous vehicles, and
aircraft control systems).

In contrast, dynamic verification refers to the process of analysing the be-
haviour of a software system during its actual execution. This category en-
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compasses techniques such as (dynamic) testing, runtime monitoring, and
fuzzing [79]. Unlike static approaches, dynamic verification observes and
evaluates the software in action, which brings certain practical advantages.
For instance, it allows for the analysis of components for which the original
source code is not available, such as proprietary or legacy binaries. How-
ever, this strength is offset by a fundamental limitation. Because it examines
only specific executions, dynamic verification cannot generally reason about
all possible behaviours of a system.

Testing, one of the most widely used forms of dynamic verification, in-
volves executing a program with a specific input (a fest case) and examining
the result of the computation to determine whether it conforms to expectations.
Various testing methodologies exist, which usually align with different phases
of a typical software development workflow, ranging from unit and integration
testing to system and acceptance testing.

A particular and increasingly popular form of testing is property-based test-
ing (PBT) [40]. In PBT, a testing framework automatically generates a large
number of randomised or structured inputs and checks whether a program sat-
isfies a set of user-defined executable specifications, called properties. When a
violation of such a property is detected for a specific input, the testing frame-
work reports the failure and often attempts to shrink the input to a simpler
counterexample that is easier to understand and debug. The research literature
enumerates various success stories of PBT, including in telecommunications
software [3], file sharing services [56], key-value stores [15], e-commerce in-
voicing systems [55], election software [63], computational geometry algo-
rithms [89], and optimising compilers [77, 83].

PBT was popularised by its implementation as the QuickCheck Haskell
library [28], and similar libraries have since been created for most mainstream
programming languages. The particular implementation most relevant to our
work is the OCaml QCheck library [33].

While the original QuickCheck implementation was targeted toward purely
functional programs, follow-up work [29] provided extensions to support test-
ing monadic, effectful Haskell code, including the concept of model-based
testing. Similarly, QCheck has been extended to support model-based state-
machine testing with the QCheck-STM tool [78], which forms the basis for
our work described in Paper I11.

Even though QuickCheck was primarily created as a tool for testing, the
underlying method has since been incorporated in various interactive theo-
rem provers as well, including Isabelle [9, 22], Coq [84], and Agda [36],
where they provide users with counterexamples during proof development.
This highlights the idea that dynamic and static verification do not necessarily
compete with each other but rather complement one another.
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2.5 Graph Rewriting

(a) Rule (b) Rule application

Figure 2.3. Example of a graph rewriting step

Graph rewriting (also called graph transformation or graph reduction) is a
generalisation of term rewriting and has played a vital role in the early imple-
mentation of functional programming languages (see, for example, the Clean
language [19]).

Formally, a graph rewriting system consists of a set of graph rewrite rules,
where each rule has the form L — R. L is usually called the mother or pattern
graph, while R is referred to as the daughter or replacement graph [86]. A
visual example of a graph-rewriting rule is shown in Figure 2.3a.

The actual rewrite process starts with a host graph H, which is searched for
a sub-graph that is isomorphic to one of the pattern graphs of the given set of
rewrite rules. That particular sub-graph is then cut out of H and exchanged
with an instance of the replacement graph for that specific rewrite rule. This
process is illustrated in Figure 2.3b.

Graph rewriting systems can be divided into different categories based on
specific traits, such as the allowed structure of the pattern and replacement
graphs, or whether different pattern graphs are allowed to overlap. This would
mean that for a given host graph, there could be multiple applicable rules
concerning the same nodes at a given point in the rewriting process, from
which one needs to be chosen.

Similar to term rewriting systems, if for a particular graph H no further
rewrite rule can be applied, H is said to be in normal form. We say that a
graph rewriting system is confluent if any possible order of rule applications
leads to the same normal form.

One of the difficulties in implementing a graph rewriting system is the effi-
cient discovery of sub-graphs that are isomorphic to one of the pattern graphs.
This problem is known as the sub-graph isomorphism problem, and is NP-
complete in general [32]. As we will see in the next section, the particular
graph rewriting system we used in Paper IV has an elegant solution to this
problem.
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2.6 Interaction Nets

(a) Example agents (b) Example rule

Figure 2.4. Graphical notations for agents and rules. Reprinted from [54]

Interaction nets, introduced by Lafont [65], are a special case of graph rewrit-
ing. As mentioned in the previous section, one of the difficulties in imple-
menting graph rewriting is the efficient discovery of subgraphs isomorphic to
one of the pattern graphs in a given set of rewrite rules. Interaction nets solve
this issue by introducing the notion of a principal port and restricting rewrite
rules to only use pattern graphs consisting of two nodes connected through
their principal ports. The nodes in interaction nets are referred to as agents,
each agent has a label (., 3,7, ...) drawn from a finite set £ of symbols. Each
agent has exactly one principal port, and a (possibly empty) set of auxiliary
ports. The number of auxiliary ports is fixed for each symbol, and usually
described through an arity function ar : £ — N. An example for the graphical
notation of different agents is shown in Figure 2.4a.

A pair of agents that connects through their principal ports is called an
active pair (which is related to the concept of a redex in term rewriting). Inter-
action rules describe how each active pair can be exchanged by a new subnet,
which must connect all auxiliary ports of the particular active pair, and is not
allowed to introduce any new edges that are unconnected (i.e., it must preserve
the interface of the active pair). An example of an interaction rule is shown in
Figure 2.4b.

A more concrete example is illustrated in Figure 2.5, which shows agents
for natural numbers in unary encoding with addition. For this particular ex-
ample £ = {S,0,+} and ar(S) =1, ar(0) = 0, and ar(+) = 2. Figure 2.6
shows the two rewrite rules for addition. In the case of adding zero, the result
(i.e., port a in Figure 2.6a) is directly connected to the second argument of the
+-agent (i.e., port b). If the first operand is not zero, the addition is recursively
applied to the remainder of the first operand (i.e., port b in Figure 2.6b), and
the result of the addition is shifted by one (i.e., the S-agent is put before the
result port a).

Figure 2.7 showcases an example of the rewrite process. On top, a net-
work for the addition 140 is shown. This network only has one active pair,
which is marked in the rewrite application below. Applying the rule shown
in Figure 2.6b connects the remainder of the left input (i.e., a 0-agent) to the
+-agent, and puts an S-agent before the result. This creates another active
pair, which is rewritten according to the rule shown in Figure 2.6a, leading to
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Figure 2.5. Agents for natural numbers with addition

(a) Additition with zero (b) Addition with non-zero

Figure 2.6. Rewrite rules for addition

Figure 2.7. Example of a rewrite process



a net that cannot be further reduced (i.e., it is in normal form). This net, as
expected, encodes the number 1.

Interaction nets exhibit several interesting properties, including locality of
the rewrite process, as each agent has only one principal port and can therefore
only be part of a single active pair. If the left-hand sides (i.e., the pattern
graphs) of all interaction rules do not overlap, then the rewrite process can be
shown to be strongly confluent, i.e., each possible rewrite sequence leads to
the same normal form and has the same number of rewrite steps.

Not every possible active pair has a valid semantic interpretation. For ex-
ample, if two natural numbers (e.g., two 0-agents) were connected together,
no rule would apply for the resulting active pair, and the network would not
constitute a valid natural number. This observation was already present in the
original paper by Lafont [65], and he introduced a rudimentary type system to
prevent the construction of such nonsensical interaction nets.

In this type system, each port gets assigned both a value type and a polarity.
The value type encodes the particular sort of value represented by the port
(e.g., integer, Boolean, float, ...), while the polarity encodes whether a port is
used as an input or an output. It remains up to convention if positive polarity
encodes inputs or outputs, as long as the assignment is consistent throughout
the network. In our work, we have adopted the same convention as Lafont
used in the original paper, assigning positive polarity to outputs and negative
polarity to inputs. According to Lafont’s type system, only ports with the same
value type but opposite polarities can be connected.

Figure 2.8. Example of typed agents

Figure 2.8 shows the same agents for natural numbers with addition from
before, with added type information on each port. It is important to note that a
principal port is not automatically assigned positive polarity, as shown by the
+-agent.

Different evaluators and compilers have been developed for interaction nets,
including AMINE [85], PIN [46], INET [47], amineLight [74], and inpla [88].
A comparison between the encoding approaches used by these tools is given in
Shinya Sato’s PhD thesis [87]. An embedding of interaction nets into Haskell
has been done in [61], and evaluation on a GPU was demonstrated in [60].

29



2.7 Generalised Algebraic Data-Types

Generalised Algebraic Data-Types (GADTs) are a generalisation of paramet-
ric algebraic data-types, which represent an important feature of modern func-
tional programming languages. They were introduced independently under
various names, such as first-class phantom types [27], guarded-recursive data-
types [99], and equality-qualified types [91]. At the time GADTs were intro-
duced as a feature in functional programming, they had already played an
important role within the dependent types community for over a decade as
inductive families of data types [35].

GADTs are a helpful feature for various tasks in functional programming.
They have, among other things, been used for generic programming, (typed)
embeddings of programming languages, maintaining invariants in data struc-
tures, and modelling objects [27, 48, 90, 91, 99].

In essence, they allow the programmer to instantiate the type parameter in
the signature of each constructor of a polymorphic variant type, which we will
show on a simple example in the following paragraphs. One of the canoni-
cal use-cases of GADTs is the implementation of typed expression languages.
The Abstract Syntax Tree (AST) of such a (simplified) language can be ex-
pressed in OCaml as a variant type:
type expr =

| Lit of int
| Eq of expr * expr
| If of expr * expr * expr

An expression is either an integer literal (e.g., 1), an equality comparison
between sub-expressions (e.g., 1 = 2), or a conditional (e.g., if 1 = 2 then
3 else 4). This way of expressing the AST is straightforward. However, it
poses an issue when trying to evaluate an expression, as there are two dif-
ferent return types (e.g., 1 evaluates to an integer, while 1 = 2 evaluates to a
Boolean). Moreover, the definition above allows for ill-typed expressions to
be constructed (e.g., if 1 then 2 else 3). Both can be remedied by using a
GADT instead of a simple variant type:
type _ expr =

| Lit : int -> int expr
| Eq : int expr * int expr -> bool expr
| If : bool expr * 'a expr * 'a expr -> 'a expr

The variant type has been extended to be polymorphic. However, as the
type variable in the definition is unused, we can utilise an anonymous type or
phantom type _ in the type signature. For each constructor, the instantiation of
the type variable for each sub-expression and for each return type can be re-
stricted independently. On the one hand, this allows us to refine the return type
of each constructor, so that Lit is of type int expr while Eq is of type bool expr.
On the other hand, we can also refine the types of sub-expression arguments
for each constructor, so that Eq can only be used on integer expressions, and
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that the condition in If must be of type bool expr. The last constructor also
illustrates that the type signatures for each case are really type equations, so
that we can express that both branches in If must be of the same type 'a expr,
and that the resulting value has the same type 'a expr.

With this definition of the AST, an evaluator can be implemented in a
straightforward way:

let rec eval : type a. a expr -> a = function
| Lit n > n
| Eq (el, e2) -> (eval el) = (eval e2)
| If (el, e2, e3) ->
if (eval el1) then (eval e2) else (eval e3)

The type signature for eval can be read as Vo . oo expr — . It must be
provided, as the compiler is usually not able to infer principal types in the
presence of GADTSs and polymorphic recursion.

31



3. Contributions

We can only see a short distance ahead, but we can see
plenty there that needs to be done.

— Alan Turing

The following chapter summarises the four papers constituting the contribu-
tions of this dissertation. Section 3.1 introduces Mimosa, a user-facing pro-
gramming language for the MIMOS framework introduced in Section 2.3.
Section 3.2 focuses on ORTAC, the OCaml Runtime Assertion Checker, which
brings contract-based dynamic verification to the OCaml ecosystem. Finally,
Section 3.3 introduces an embedding of interaction nets into the OCaml lan-

guage.

3.1 Mimosa (Paper I and II)

A MIMOS model, as presented in Section 2.3, naturally divides into coordina-
tion and computation. The coordination layer is concerned with the topology
of the processes and queues, while the computation layer concerns the func-
tions performed by each process. The original MIMOS paper [101] focuses
on the coordination layer, proving timing determinism, and showing possible
extensions of the communication primitives between processes. It does not
present a user-facing programming language and delegates the implementa-
tion of each node to conventional programming languages such as C or Java
(e.g., for simulation). Different nodes need not even necessarily be imple-
mented in the same programming language. This approach is similar to other
coordination languages, such as Lingua Franca [73].

However, there are several advantages to having a dedicated programming
language for implementing MIMOS nodes. Almost all programming lan-
guages in use today lack formally defined semantics, making formal reasoning
about them challenging. While it might be interesting, or indeed useful, to im-
plement different nodes of a system in different programming languages, this
complicates communication between them, as mismatches in the encoding of
data types and data structures must be handled, as well as multiple runtimes
provided. Finally, since the systems MIMOS primarily targets are often safety-
critical, it is advantageous to have a formally defined programming language
available, on which various analysis tools and potentially even verified sim-
ulation and compilation routines (similar to CompCert [70], Vélus [17], and
CakeML [64]) can be developed.
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This motivation has led to the development of Mimosa, the MIMOS Ap-
plication language. The syntax and formal semantics of the language are pre-
sented in Paper I, while a compilation scheme to RTOS tasks is described in
Paper I1.

Syntactically, Mimosa builds upon the Lustre [42] language, from which it
retains the equation-based definition of programs. Figure 3.1 shows a graph-
ical representation of a Mimosa program, consisting of three nodes and four
FIFO queues, out of which two carry initial elements (i.e., elements that are
present at the start of the program).

Figure 3.1. Fibonacci example (graphical). Adapted from [51]

step print_int (_ : int) —> ()
step add (x, y) —>z { z=Xx+1y }
step split inp —> (ol, 02, 03)

{ ol, 02, 03 = inp, inp, inp }

channel a : int = { 1 }
channel b : int = { 0 }
channel ¢ : int
channel d : int

node add implements add (a, c¢) ——> (b) every 10ms
node split implements split (b) —> (a, d, c) every 10ms
node print implements print_int (d) ——> () every 10ms

Listing 1. Fibonacci example (Mimosa). Reprinted from [51]

The same program, expressed in Mimosa, is shown in Listing 1. A Mi-
mosa program consists of a collection of top-level definitions including steps,
channels, and nodes.

Steps are Mimosa’s equivalent to function definitions in other programming
languages. Each step has a name and a signature consisting of its inputs and
outputs. The body of a step is a collection of equations which define the out-
puts in terms of the inputs and potentially additional auxiliary variables de-
fined inside the step. A step prototype does not have a body, and must be pro-
vided externally (e.g., the print_int step). Mimosa uses a Hindley-Milner
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style type system [80], so that only the types in the signatures of step proto-
types must be given, and the compiler can infer all others.

Channels introduce FIFO queues. They fix the type of the elements the
queue shall carry, and optionally list initial elements that shall be present at the
start of the program. Each channel must be connected to exactly one reading
and one writing node.

Nodes are instantiations of steps as periodically triggered processes. They
list the steps they are implementing and how the ports of each node are con-
nected to other nodes through the defined channels.

The example shown in Figure 3.1 is essentially synchronous, as all nodes
execute with the same period. This, however, is not required. An obvious
problem when attempting to connect two nodes with different periods is the
availability of data. Suppose a faster executing node puts data into a queue to
be consumed by a slower node. This inevitably leads to data accumulating in
the queue and, in practice, causes an overflow.

On the other hand, a slower node feeding data to a faster one will, in prac-
tice, force the faster one to idle most of the time, and effectively synchronise
the two periods. As mentioned in Section 2.3, MIMOS introduces new com-
munication patterns between nodes, which can be used to mitigate this prob-
lem. The one we implemented in Mimosa is a particular instantiation of the
up-to port [100], which we call optional port.

The idea is to utilise a polymorphic variant type, similar to the option type
in OCaml (or equivalently the Maybe monad in Haskell):

type 'a option =
| Some of 'a
| None

When a node tries to read from an optional input, if data is present in the
connected FIFO, it will take that element and wrap it within a Some construc-
tor. Otherwise, it will use None. Similarly, if an optional output is written
to a queue, a value of the form Some t is unwrapped and only the value t is
written. In contrast, a None output indicates no output, and therefore nothing
is written to the connected FIFO.

Figure 3.2. Aeroplane pitch control system. Adapted from [51]
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An example of optional inputs can be seen in Figure 3.2, which illustrates a
simplified pitch controller for an aeroplane. There are two inputs to the control
algorithm, which is implemented within the pitch node. One input comes
from the pilot, periodically sampled by the pilot node, and another comes
from the onboard GPS peripheral. As GPS is a relatively slow system, the
node implementing its driver has a larger period than the pitch control node.
The GPS input to the pitch node is therefore optional, as indicated by a trian-
gle port. The tailplane node implements the driver for the tailplane control
surfaces of the plane. This node runs fastest because the driver must react to
small changes in the aeroplane’s mechanical parts. In practice, the pitch con-
trol algorithm may only output a new control command sporadically, whenever
the desired pitch angle needs to be changed. In that case, the tailplane driver
can operate with the last received command until a new one is provided.

One essential difference between Mimosa and Lustre is in the way expres-
sions are evaluated. As outlined in Section 2.2, Lustre operates on concep-
tually infinite flows, which are combined point-wise by different operators to
form new flows. Mimosa, on the other hand, operates on sequences, which can
be finite or even empty, and not all operators combine sequences point-wise.
For example, in Lustre the expression if e, then ¢; else e, always evaluates
both ¢, and e, and combines the flows according to the current value of e..
In Mimosa, only one branch will be evaluated, depending on the value of the
condition expression e.. For example, in if True then ¢, else ., the sequence
generated by e, is empty.

Expression evaluation in Mimosa is not assumed to be side-effect-free. For
example, the print_int step in Listing 1 will most likely have an observable
side-effect. By selectively evaluating certain sub-expressions, side effects can
be guarded without relying on a more complex setup, such as utilising multiple
clocks (as in Lustre).

The flow operators pre, fby, and —, as known from Lustre, are extended to
Mimosa with slightly different semantics caused by the selective evaluation of
subexpressions. The expression pre e evaluates e in every cycle, and therefore
any side effects of e are visible from the first cycle on. The same goes for
e1 — e, which evaluates both e and e; in the first cycle, and therefore would
perform any side effects in the first cycle as well. The expression e; fby e;
delays the evaluation of e, to the second cycle. Therefore, any side effects that
occur during its execution are also delayed.

The semantics of step evaluation is described through a relation

'Fe=vé

which expresses, that under an environment I" (which maps names to values),
expression e evaluates to a value v and a next expression ¢’. This allows ex-
pressing the stateful evaluation of expressions as a form of rewrite calculus.
The coordination layer semantics is expressed similarly. However, to make
it more accessible, Paper I presents the rewriting rules in terms of a graph
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Figure 3.3. Rewriting rule for FIFO input. Adapted from [51]

rewriting system. Figure 3.3 shows the simplified rewriting rule for a node
with a single FIFO input.

The idea is to annotate each element in a FIFO with a time stamp, which is
the time it was written to the FIFO. Furthermore, each FIFO itself is equipped
with a validity time, which is the earliest time at which an element might still
be written to it. Each node keeps the time of its next activation. Two different
rewritings are possible:

If the queue is empty and the validity time is greater than the current node
activation time, or if the oldest element in the queue has a time stamp that is
greater than the current node activation time, the node performs an idle step.
This updates the next activation time of the node and the validity time of the
output buffer. This scenario is depicted in the lower half of Figure 3.3.

Suppose the oldest element in the FIFO has a time-stamp that is smaller than
or equal to the current node activation time. In that case, the expression inside
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Figure 3.4. Mimosa compiler phases overview. Reprinted from [52]

the node can be evaluated with that element as an input, resulting in a value v
and a subsequent expression ¢’. The value v is written to the output FIFO with
a time stamp according to the node’s deadline (i.e., the next activation time),
and the next activation time of the node and the validity time of the output
buffer can be updated. This corresponds to the upper half of Figure 3.3.

The rewriting rules can be extended to multiple inputs and outputs, as well
as optional ports [51].

Paper I presents a simulator for the Mimosa language, which essentially
consists of a deep-embedding of the language into OCaml and a discrete-
event simulator, which constructs the full timeline for any desired duration.
To execute Mimosa on real embedded systems hardware, Paper II introduces
a compilation scheme towards RTOS tasks.

As mentioned in Section 2.3, the mapping from MIMOS nodes to RTOS
tasks can be done in various ways. As an initial prototype, Paper II uses the
most straightforward mapping, which translates each node into its own task.
This simplifies the compilation of nodes and queues, so the focus of the paper
is on translating the step functions themselves.

The overall compilation routine is inspired by the Lustre compiler [14].
Figure 3.4 gives an overview of the different phases of the compiler. First, the
equations inside each node are brought into a causal order, and proper initial-
isation is checked with a typing approach similar to the one in Lustre [30].
As Mimosa allows for polymorphic types, the monomorphisation phase cre-
ates monomorphic copies of polymorphic steps according to the types of all
call sites. During normalisation, the nested block-structure within each node
is made explicit. The objectification phase makes state explicit. It uses an
Object-Oriented Intermediate Representation (OOIR) because object-oriented
languages already include concepts like object-local state. From OOIR, the
translation to C (or potentially Java for simulation) is trivial.
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3.2 Dynamic Verification of OCaml Programs
(Paper I1I)

Even though OCaml is primarily a functional programming language, it also
offers many imperative features, such as I/O, references, mutable arrays, and
exceptions. This makes programs written in OCaml an interesting target for
verification.

OCaml is an important implementation platform for various code analysis
and verification tasks, including tools such as the interactive theorem prover
Rocq/Coq [96] and the C code analysis tool Frama-C [34]. It is also a com-
mon choice for the implementation of research compilers (e.g, Lustre [42],
Prelude [41], and Lucid Synchrone [25]). Given OCaml’s prominence in pro-
gram analysis and verification, there is a surprising lack of analysis and verifi-
cation frameworks for OCaml programs themselves.

In an attempt to mitigate this void, the GOSPEL project [26] was created
to equip OCaml with its own behavioural specification language, on which
various analysis and verification tools can be built. To this end, the authors of
the original GOSPEL paper [26] already remark that the language itself shall
be tool-agnostic.

type 'a t
(%@ mutable model contents : 'a sequence %)

val push : 'a -> 'a t -> unit

(%@ push v t
modifies t.contents
ensures t.contents = Sequence.cons v (old t.contents) *)

val is_empty : 'a t -> bool
(x@ b = is_empty t
ensures b = match Sequence.length t.contents with
@ -> true | _ -> false %)

Listing 2. Example of GOSPEL specifications for the Stack module

An excerpt of the interface of the stack module from the OCaml standard
library, with added GOSPEL specifications, is shown in Listing 2. Specifica-
tions are added as structured comments in the tradition of other specification
languages such as ACSL [6] or JML [67]. The stack type is annotated with
a model descriptor. In the example, we model a stack as a sequence of val-
ues (i.e., a list). The functions are annotated with a function contract. Each
contract lists which model fields are modified and describes how a call to the
function updates these fields. The old operator allows access to the current
value of the field (i.e., before calling the function). The specification of the
is_empty function shows that GOSPEL also allows introducing Hoare-logic
style post-conditions [49] for the return value. The syntax of GOSPEL con-

38



Figure 3.5. Overview of model-based state-machine testing. Reprinted from [53]

tracts is close to that of OCaml, therefore making it easier for programmers
to develop specifications. A type can be described by a model with multiple
fields, of which not all must necessarily be marked as mutable. For exam-
ple, a fixed-size array may be modelled by a mutable contents field and an
immutable size field. This simplifies the specification of certain invariants.

One of the tools developed, which can consume GOSPEL annotated OCaml
module signatures, is ORTAC [53], the OCaml RunTime Assertion Checker,
which is the focus of our work in Paper III. ORTAC is a tool for automatically
testing stateful OCaml data structures. It builds upon various other tools, such
as QCheck [33], which implements QuickCheck [28] style testing facilities in
OCaml.

ORTAC offers a modular architecture that leverages GOSPEL annotations
for various tasks. The focus of Paper III is on ORTAC/QCheck-STM, which
uses the QCheck-STM [78] library for modelling state.

QCheck allows a programmer to express a property of an instance of a type
as a function from that type to a Boolean value. The user must also define a
generator for random values of that type, which QCheck will use to test the
given property on. If a violation of the property is found, the particular value
can be reported as a counterexample.

QCheck-STM extends this testing framework towards stateful types. The
idea is that the user defines an immutable model of the type (e.g., lists for
mutable arrays), and describes how different calls of the type’s Application
Programming Interface (API) act upon this model. It then uses QCheck to run
random sequences of API calls on both an instance of the stateful type, which
is referred to as the System-Under-Test (SUT), and the immutable model. If
a difference between their behaviours is observed, the trace is shown as a
counterexample to the user. This process is illustrated in Figure 3.5.

To work with QCheck-STM, the user must manually define the model and
how it changes through API calls. ORTAC/QCheck-STM automatically ex-
tracts these two from the GOSPEL specifications provided in the module in-
terface, which represents the stateful type.
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Figure 3.6. API coverage for different ORTAC/QCheck-STM versions. Reprinted
from [53]

Using a single SUT allows testing many of the usual API functions for com-
mon stateful data types. However, certain API calls require multiple SUT ar-
guments. For example, the function val transfer : 'a t -> 'a t -> unit from
the Queue module of the OCaml standard library transfers all elements of the
first queue argument to the second. Similarly, certain API functions may return
anew SUT instance, such as initialisation or copy functions. Paper III reports
on an extension of ORTAC/QCheck-STM to allow testing of these kinds of
functions. It utilises a (potentially growing) stack of SUTs and a correspond-
ing list of immutable models. For each API call, the required amount of SUT
arguments is popped from the stack, the API call is issued, and the SUTs are
pushed back onto the stack. Similarly, the required number of elements from
the list of models is also altered.

Figure 3.6 illustrates the effect this extension has on the API coverage for
different OCaml modules. For the evaluation part of Paper III, four modules
from the OCaml standard library (Array, Queue, Stack, and Hashtbl) as well
as two modules from the OCaml package repository (Bitv and Varray) have
been selected. Version v0.4 introduced the described extension for multiple
SUT arguments and for functions that return SUTs.

Among the tested modules, ORTAC/QCheck-STM was able to find five
crashing bugs in the two modules from the package repository, and one docu-
mentation inconsistency in the standard library, which has since been fixed.

Figure 3.6 clearly shows that the described extensions increase API cover-
age, in some cases even significantly. However, it also indicates that a sizable
portion of the API remains unchecked, offering opportunities for future work
as outlined in Chapter 4.
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3.3 Encoding Interaction Nets (Paper IV)

While previous work on interaction net encodings and evaluation focused on
the efficiency of the rewriting process, our work in Paper I'V focuses on embed-
ding not only the interaction net primitives but also Lafont’s type system [65].
By expressing the interaction net type system in terms of the type system of
OCaml, we can prevent the construction of certain classes of nonsensical net-
works, both for the initial net (i.e., the starting point of the program) and the
rewrite rules themselves.
A simple encoding of the three agents from Figure 2.5 can be done with a

variant type in OCaml:
type agent =

| z

| S of agent

| Plus of agent * agent

A value of type agent represents the principal port of the respective agent.
Each constructor takes a certain number of argument agents, according to the
agent’s arity. With this definition, the natural number 2 would, for example,
be expressed as S(S(z)).

To create a full network, we also need a way to connect two auxiliary ports
together. This can be done by introducing named ports, which we will not
cover here for brevity. To connect two agents through their principal ports, we
introduce a custom infix operator:

let ( -><- ) al a2 = (* run the rewrite in parallel x)

With this encoding, the OCaml compiler would accept the nonsensical net-
work z -><- z already mentioned in Section 2.6. Lafont’s type system prevents
this connection because the polarity of both ports is the same.

To embed both the interaction net primitives and Lafont’s typing discipline,
we present an encoding that relies on GADTs. We use two phantom types,
one for encoding the value type and one for encoding the polarity:
type (_, _) agent =

| Z : (int, pos) agent
| S : (int, pos) agent -> (int, pos) agent
| Plus : (int, neg) agent * (int, pos) agent -> (int, neg) agent

Note that the polarity of the argument agents is flipped with respect to the
ones presented in Figure 2.8. This is because we need to refer to the type of
the port that will ultimately be connected as the argument agent. With this
definition in place, we can also restrict the construction of networks:

let ( -><- ) : type a. (a, pos) agent -> (a, neg) agent -> unit = (x ... %)

The OCaml compiler would now reject z -><- z as a valid net. The polarity
types are used only as tags, and no values of these types are ever created.
Therefore, we can define them as empty types:
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type pos |
type neg = |

Since types are erased during compilation in OCaml, these additional type
annotations incur no runtime cost. In Paper IV, we also showcase how the ad-
ditional typing information on each port further simplifies the implementation
of the rewrite routine, which we will leave out here for brevity.

Due to the locality of the rewriting process for interaction nets, different
active pairs can be rewritten in parallel without losing confluence. This raises
the question of whether encoding interaction nets into a language like OCaml
can serve as an implementation strategy for algorithms to automatically scale
across multiple processing cores, thereby enabling automatic parallel program
execution. This is of particular interest, as OCaml recently gained native sup-
port for parallel evaluation [93].

Figure 3.7. Evaluation of the relative speedup. Reprinted from [54]

We evaluated the presented encoding on three example interaction nets.
Figure 3.7 shows the relative speedup achieved by using increasingly higher
numbers of threads for parallel evaluation of the rewriting process. It shows
that the Fibonacci number calculation scales well with increased thread count.
In contrast, list sorting with mergesort or quicksort showed only an initial per-
formance gain, then deteriorated as the thread pool size increased. This is
most likely due to thread scheduling and CPU migration. However, further
investigation is needed as outlined in Chapter 4.

For the Fibonacci example, we also compared the performance of our en-
coding with a hand-written sequential and parallel implementation. It turned
out that the interaction net encoding was on par with the hand-written paral-
lel one. This indicates that, at least for specific algorithms, our encoding is a
competitive implementation strategy.

While the concrete examples in Paper IV are presented in OCaml, we note
that our encoding method can be applied to any language that supports GADTs
(such as Haskell or Scala).
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4. Future Work

In the torment of the insufficiency of everything attainable,
we come to understand that here, in this life, all symphonies
remain unfinished.

— Karl Rahner

Engineering reliable software systems is a challenging endeavour. Despite re-
ceiving considerable attention from various research communities, it remains
an active and ongoing area of research. The contributions of this dissertation
have addressed multiple aspects of the engineering process for software sys-
tems that require high levels of reliability. For each, many different directions
for future investigations remain. In this chapter, we want to illustrate some of
these.

The Mimosa programming language introduced in Section 3.1 is currently
only a language prototype, and various extensions are necessary to make it a
viable candidate for implementing actual embedded system software. Regis-
ters and up-to ports, as mentioned in Section 2.3, need to be implemented to
allow for greater flexibility when connecting nodes with different periods. The
Mimosa type system should be extended to include additional basic data types
(e.g., strings, records/structures, enumerations).

As mentioned before, the evaluation of expressions in Mimosa is not as-
sumed to be side-effect-free. It would be advantageous to be able to track
effects as part of the signature of steps, similar to other modern languages
which offer an algebraic effect system. Examples of such languages include
Koka [69], Flix [75], Effekt [18], and Eff [7]. The added effect types can be
utilised for documentation and error finding, and may aid optimisation.

As mentioned in Section 3.1, one advantage of Mimosa is its formally de-
fined semantics. This can be leveraged to implement formally verified tool-
ing, such as simulators, compilers, and verification engines. An encoding of
the presented semantics in the interactive theorem prover Isabelle/HOL [81] is
ongoing work.

The compiler introduced in Paper Il currently employs a fairly simplistic
task model that maps each MIMOS node to a dedicated task. There is ongoing
work [100] that focuses on using more sophisticated models, along with an au-
tomated procedure for mapping a MIMOS network to different task sets. This
work also includes schedulability analysis for different execution platforms.

An interesting future extension to the compiler might be to allow part of a
MIMOS network to be compiled for special hardware platforms, while auto-
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matically generating the glue code to communicate with the rest of the net-
work. Particular targets of interest could be GPUs and FPGAs.

Our work on the ORTAC/QCheck-STM tool has already demonstrated suc-
cess in identifying bugs in real OCaml libraries and uncovered a documenta-
tion inconsistency in the OCaml standard library. As shown in the API cov-
erage in Figure 3.6, a significant portion of the functions in these modules
remains untested. The most critical remaining contributors to untested API
calls are higher-order functions and casts to other data types (e.g., functions
turning queues into sequences). Extending ORTAC/QCheck-STM also to sup-
port higher-order functions would significantly increase coverage. However,
GOSPEL does currently not offer any specific support for specifying higher-
order functions in general. An extension that relies solely on pure functions as
arguments is ongoing work.

Our work on interaction net embedding has shown that specific algorithms
can utilise the inherent potential for parallel evaluation of the rewritings. How-
ever, it also revealed that, for other algorithms, the introduction of additional
evaluation threads actually degrades performance. Further investigation is
needed, both to determine what constrains the rewriting for those negatively
affected algorithms and to potentially find a more optimal scheduling of the
rewriting process across the available cores.

One of the original motivations for studying interaction nets was their po-
tential use as an implementation scheme for the computations performed by a
MIMOS node. This could allow a single node to utilise unused cores automat-
ically and even enable partial evaluation with already available inputs. This
can only be done for nodes that do not have any visible side effects, which ties
nicely with the proposed effect type system mentioned above.
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5. Conclusion

Life is a journey, not a destination.
— Ralph Waldo Emerson

This dissertation presents a summary of our work performed within the over-
arching theme of reliable systems engineering. The different contributions
thereby targeted different aspects and phases within this engineering process.

The first two papers introduced the Mimosa programming language, a new
approach to creating embedded software built on the MIMOS model of com-
putation [101]. The focus was on formal semantics, and a simple compilation
scheme to a task set executing on any readily available RTOS.

Paper III presented ORTAC/Check-STM, a tool for property-based testing
of stateful OCaml modules, with automatic model-extraction from function
contracts provided in the GOSPEL specification language. While more work
is needed to increase API coverage, the tool has already demonstrated success
in finding undetected errors and documentation inconsistencies in both the
standard library and user-provided packages.

Paper IV illustrated a method of encoding Lafont’s interaction nets into the
OCaml language, with a focus on embedding not only the interaction net prim-
itives, but also Lafont’s original type system. This provides greater confidence
that the embedded interaction rules are correct and that certain types of run-
time errors cannot occur. As the typing discipline is encoded entirely within
OCaml’s own type system, this incurs no additional runtime cost, since types
are deleted during compilation.

Finally, to conclude the work performed in this dissertation, more work
is needed, both for the specific contributions presented here and for reliable
software systems engineering in general. It is safe to assume that with fu-
ture technological developments, the role of software in our society will only
increase, as will the requirements we put on it.
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6. Sammanfattning pa svenska

Mjukvara ligger i centrum for alla moderna datorsystem i vart samhélle: fran
de personliga enheter vi bir med oss dagligen, till de medicinska apparater
som manga ménniskor dr beroende av och de omfattande systemen som séker-
stiller driften av var kritiska infrastruktur. Mot denna bakgrund dr det naturligt
att vi strivar efter att utveckla mjukvara som ar sé felfri som mojligt. Denna
avhandling redovisar arbete som utforts for att bidra till design, implemente-
ring och verifiering av palitliga mjukvarusystem, med fokus pa bade teoretiska
grunder och praktiska verktyg.

Artikel I introducerar ett nytt programmeringssprak, Mimosa, som utveck-
lats specifikt for design och implementering av realtidssystem for inbyggda
enheter. Denna typ av system sirskiljs av att deras korrekta funktion inte en-
dast beror pa numerisk korrekthet utan dven pa tidsmissiga egenskaper. Exem-
pel pa detta inkluderar styrmjukvara i fordon och noggrant tidssynkroniserad
signalgenerering i implanterbara hjértstimulatorer.

Syntaktiskt bygger Mimosa pa spraket Lustre, vilket tillhor familjen av syn-
krona sprak. Dessa sprak #r sarskilt lampade for utveckling av realtidssystem,
da tidsaspekter har en entydig semantisk tolkning. De strikta tidskrav som syn-
krona sprak stiller pa exekveringsplattformen #r dock svara att uppfylla med
modern hardvara, som ofta bestar av flera processorkérnor eller till och med
distribuerade arkitekturer. Detta har lett till olika anpassningar av det synkrona
tillvigagangssittet, varav en ar MIMOS-berikningsmodellen [101], som utgor
grunden for vart arbete med Mimosa.

Vart arbete med Mimosa omfattar formellt definierad semantik, vilket ut-
gor ett viktigt steg mot utveckling av palitliga verktyg, sdsom verifikations-
system, samt potentiellt verifierad simulering och kompilering. Som ett kom-
pletterande artefakt till Artikel I tillhandahaller vi d4ven en prototypsimulator
for Mimosa-program. Detta gor det mojligt att experimentera med spraket i
praktiken, samtidigt som den formella grunden ldgger en bas for framtida ut-
veckling av mer avancerade verktyg.

Aven om simulering ir ett virdefullt verktyg under utvecklingsfasen s
kriavs en formellt definierad kompileringsrutin for att kora Mimosa-program
pé inbyggd hardvara. Artikel II presenterar dirfor en sddan rutin for realtids-
systemuppgifter.

I Artikel IIT ligger fokus pa dynamisk verifiering av tillstdndsberoende pro-
gram utvecklade i OCaml. Spraket OCaml anvinds ofta for implementering
av forskningskompilatorer och utgor dven grund for olika analys- och veri-
fieringsverktyg, sasom Frama-C [34] och Rocg/Coq [96]. Man skulle darfor
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kunna forvénta sig ett omfattande utbud av verifieringsverktyg for OCaml-
program, vilket dessvirre inte dr fallet idag.

Vart arbete med ORTAC/QCheck-STM syftar till att delvis fylla denna
lucka genom att tillhandahalla ett verktyg for kortidskontroller, specifikt for
OCaml-moduler med muterbara datatyper sasom arrayer, kder och stackar. Ar-
betet bygger pA GOSPEL [26], ett beteendespecifikationssprak som utvecklats
sarskilt for OCaml, och integreras i ekosystemet av andra verktyg som ock-
sa anviander GOSPEL-kontrakt. Utvirdering av verktyget 6ver olika moduler,
bade fran OCaml:s standardbibliotek och den officiella paketdatabasen, pavi-
sade implementeringsfel som varit oupptickta under manga ar. Vidare identi-
fierades en dokumentationsinkonsekvens 1 standardbiblioteket, vilken darefter
klargjordes i den officiella dokumentationen.

Slutligen illustrerar Artikel IV en inbaddning av interaktionsnit i OCaml.
Fokus 1ag pa att koda bade de grundliggande interaktionsnét-primitiverna och
det ursprungliga typ-systemet, vilket garanterar att specifika fel som kan upp-
sta under omskrivningsprocessen undviks. Tidigare kodningar av typ-systemet
for interaktionsnét gjordes ofta dynamiskt, vilket medfor en kortidskostnad.
Genom anvindning av generaliserade algebraiska datatyper kan vér inbadd-
ning representera typdisciplinen helt inom OCaml:s typ-system. Eftersom ty-
per tas bort vid kompilering introduceras ingen extra kostnad.

Ett anvindningsomrade for interaktionsnit dr automatisk parallell utvirde-
ring av omskrivningsprocessen, vilket mojliggor att algoritmer uttryckta ge-
nom interaktionsnéts omskrivningsregler automatiskt kan utnyttja fler pro-
cessorkérnor. Eftersom OCaml nyligen fatt inbyggt stod for parallell utvér-
dering [93], undersoktes i denna artikel om uttryck av berdkningar i termer
av interaktionsnits omskrivning kan ge forbéttrad prestanda i OCaml genom
att utnyttja den nya parallella kortids-miljon. Utvérderingsresultaten visar att
detta géller for vissa algoritmer, medan andra istédllet uppvisar en férsimrad
prestanda.
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